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Overview	  

•  New	  things	  learned	  
•  Things	  to	  avoid	  
•  Puzzles	  
•  Monday	  



New	  things	  learned	  

Single	  most	  important	  new	  thing	  learned	  
ReflecHon	  (3’)	  
Max	  7	  words	  

Understand	  items	  on	  the	  list	  
ClarificaHon	  
Where	  was	  this	  discussed?	  
Why	  is	  this	  important?	  

	  	  
	  

	  





Things	  to	  avoid	  

Single	  most	  instrucHve	  mistake	  
ReflecHon	  (3’)	  
Max	  7	  words	  

Understand	  items	  on	  the	  list	  
ClarificaHon	  
Why	  is	  this	  important?	  



Things	  to	  avoid	  
•  ImplemenHng	  soluHons	  without	  explicit	  threat	  model	  
•  Working	  alone	  
•  Avoid	  assuming	  your	  passwords	  will	  not	  be	  exposed	  
•  ForgeVng	  the	  end	  user	  might	  be	  the	  weakest	  link	  
•  Crypto	  complacency	  
•  Leaving	  unencrypted	  data	  on	  a	  mobile	  device	  
•  ForgeVng	  the	  social	  part	  
•  Giving	  unanalyzed	  code	  review	  reports	  to	  developers	  
•  Avoid	  forgeVng	  the	  master	  password	  to	  your	  password	  

vault	  
•  Avoid	  making	  it	  to	  complex	  
•  Input	  saniHzaHon	  with	  a	  character	  blacklist	  
•  Build	  your	  own	  security	  protocol	  



Puzzles	  (15’)	  
•  The	  intuiHve	  thing	  should	  be	  the	  secure	  thing	  
•  Secure	  framework	  defaults	  for	  developers	  
•  How	  to	  securely	  store	  passwords	  
•  What	  is	  the	  incen+ve	  to	  write	  secure	  code	  
•  Desire	  to	  learn	  more	  about	  threat	  modeling	  
•  Taking	  the	  threat	  to	  the	  economics	  
•  Money/Time/Quality	  Tradeoff	  
•  How	  to	  get	  developers	  to	  use	  crypto	  correctly	  
•  What	  are	  the	  architectural	  level	  principles	  to	  build	  secure	  

systems	  
•  What	  are	  the	  good	  libraries	  I	  should	  be	  using	  for	  security?	  
•  What	  are	  good	  funcHonaliHes	  that	  	  should	  use?	  
•  Secure	  Frameworks	  needed	  



On	  Monday,	  I	  will…	  

Groups	  of	  4	  
	  present	  candidates	  (5’)	  
	  vote	  
	  prepare	  pitch	  (5’)	  

Present	  an	  acHon	  for	  Monday	  (30”)	  
	  ask	  for	  clarificaHon	  (5’)	  

Discuss	  



Thank	  you	  
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